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Copyright Statement

Nexxt Solutions™ is a registered trademark. Other
trademarks or brand names contained herein are
the trademarks or registered brand names of their
respective owners. Copyright of the whole product
as integration, including its accessories and
software, belongs to Nexxt Solutions Ltd.

No individual or third party is allowed to copy,
plagiarize, reproduce, or translate it into other
languages, without express consent from Nexxt
Solutions, Ltd. All of the photos and product
specifications mentioned in this manual are used as
reference only. Upgrades of software and hardware
may occur, and should there be any changes, Nexxt
Solutions shall not be responsible for notifying about
any such modifications in advance. If you would like
to know more about our products, please visit our
website at www.NexxtSolutions.com.



FCC STATEMENT

FC

This equipment has been tested and found to
comply with the limits for a Class B digital device,
pursuant to part 15 of the FCC Rules. These limits
are designed to provide reasonable protection
against harmful interference in a residential
installation. This equipment generates, uses and can
radiate radio frequency energy and, if not installed
and used in accordance with the instructions, may
cause harmful interference to radio communica-
tions. However, there is no guarantee that
interference will not occur in a particular
installation. If this equipment does cause harmful
interference to radio or television reception, which
can be determined by turning the equipment off
and on, the user is encouraged to try to correct
the interference by one or more of the following
measures:

*Reorient or relocate the receiving antenna.

*Increase the separation between the equipment
and receiver.

*Connect the equipment into an outlet on a circuit
different from that to which the receiver is
connected.

*Consult the dealer or an experienced radio/ TV
technician for help.

This device complies with part 15 of the FCC Rules.
Operation is subject to the following two conditions:



1)This device may not cause harmful interference.

2)This device must accept any interference
received, including interference that may cause
undesired operation.

Any changes or modifications not expressly
approved by the party responsible for compliance
could void the user’s authority to operate the
equipment.

Note: The manufacturer is not responsible for any
radio or TV interference caused by unauthorized
moadifications to this equipment. Such modifications
could void the user’s authority to operate the
equipment.

FCC RF Radiation Exposure Statement

This equipment complies with FCC RF radiation expo-
sure limits set forth for an uncontrolled environment.
This device and its antenna must not be co-located
or operated in conjunction with any other antenna or
transmitter.

To comply with FCC RF exposure compliance
requirements, this grant is applicable to only Mobile
Configurations. The antennas used for this
transmitter must be installed to provide a separation
distance of at least 20 cm from all persons and must
not be co-located or operating in conjunction with
any other antenna or transmitter.
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Package contents

Upon opening the box, make sure that the following

items are included:

*One ARNO3304U1 Wireless N Gigabit Router

*0One DC Power Adapter

*One Quick Installation Guide

*0One resource CD-ROM with a digital copy of the
Quick installation Guide and the User Manual

Note:

If any of the listed items is missing, mismatched,

damaged or broken, contact your local dealer

immediately for replacement.
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Chapter 1. Introduction

Thank you for purchasing the ARNO3304U1
Wireless N Gigabit Router from Nexxt Solutions.

1.1 Product overview

The ABRNO3304U1 Gigabit N Router is a combined
wired/wireless network connection device inte-
grated with an internet-sharing router and a 4-port
switch. Based on 802.11 N specifications, this
router ensures ultimate performance for HD video
streaming, online games, intense data transfers,
and heavy internet use, with no lag or interference.
Featuring an innovative Network Storage Capability
known as NAS, this router can fully meet the needs
of Small Office/Home Office environments, by
allowing access from any computer linked to the
network to the data stored in any hard drive, flash
drive or a memory card reader attached to the
router’s USB port.

Incredible speed ).

The ARNO3304U1 Wireless N Gigabit Router
delivers up to 300Mbps wireless speeds with other
802.11n connected clients. Such transmission rate
makes it ideal for handling multiple data streams at
the same time, which ensures the stability and the
smooth operation of the network. The performance
of this 802.11n wireless router will enhance your
networking experience by achieving speeds up to 6
times faster than 802.11g devices. It also offers
backward compatibility with all [IEEE 802.11g and
IEEE 802.11b products.
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Multi-Level security )

The Wireless N Gigabit Router provides complete
data privacy. It supports multiple protection methods,
including SSID broadcast control and wireless LAN
64 /128/152-bit WEP encryption, Wi-Fi protected
Access (WPA2-PSK, WPA-PSK), as well as advanced
Firewall protection.

Flexible access control ’

The Wireless N Gigabit Router provides flexible
access control, so that parents or network adminis-
trators can establish restricted access policies for
children or staff. It also supports Virtual Server and
DMZ host for Port Triggering, so that the network
administrators can manage and monitor the network
in real time using the remote management function.

Hassle-free installation

As it is compatible with virtually all the major
operating systems, management of the router is very
simple. A Quick Setup Wizard is supported, which
provides easy-to-follow step by step instructions that
are later described in detail in this manual. Before
installing the router, please read the user guide
carefully, to become familiar with all the features and
functions of the router.

1.3 Main Features

*Complies with IEEE 802.11n to provide a wireless
data rate of up to 300Mbps.

*One 10/100/1000M auto-negotiation RJ45 WAN
port, four 10/100/1000M auto-negotiation RJ45
LAN ports, supporting auto MDI/MDIX.
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*Provides WPA/WPA2, WPA-PSK/WPA2-PSK
authentication, TKIP/AES encryption security.

*Shares data and Internet access for users,
supporting Dynamic IP/Static IP/PPPoE Internet
access.

*Supports Virtual Server, Special Application and
DMZ host.

*Supports UPNP, Dynamic DNS, Static Routing.

*Provides automatic and scheduled internet
connection to the internet on certain times.

*Built-in NAT and DHCP server supports static IP
address distributing.

*Supports Parental Control and Access Control.

*Connects Internet on demand and disconnects
from the Internet when idle for PPPoE.

*Provides 64 /128/152-bit WEP encryption secu-
rity and wireless LAN ACL (Access Contral List).

*Supports Flow Statistics.

*Supports firmware upgrade and Web management.

1.4 Panel Layout

1.4.1 The Front Panel

Viamsas £ i galt Fouter Pownr  Sysiem WA 122 WAL USB WP

Figure 1-1 Front Panel



The router’'s LEDs and the WPS button are located
on the front panel. (Viewed from left to right).

Name Status Indication
P Off Power is off
ower On Power is on
On Router is initializing or there may be a system error
System | Flashing Router is working properly
Off Router has a system error
WLAN Off The wireless function is disabled
Flashing | The wireless function is enabled
Off There is no device linked to the corresponding port
WAN, Oon There is a device linked to the corresponding port,
LAN 1-4 but no activity is detected
Flashing | There is an active device linked to the corresponding port
A wireless device is connecting to the network by WPS function.
Slow Flash 3 3 !
This process will takes 2 minutes to complete
Awireless device has been successfully added to the
WRS o network by WPS function
Quick Flash Awireless device failed to be added to the network
by WPS function
Table 1-1 LEDs description
Note:

After a device is successfully added to the network
by WPS function, the WPS LED will remain
illuminated for about 5 minutes before going off.

1.4.2 Rear panel

o.w wwew

Figure 1-2 Rear Panel sketch




The following parts are located on the rear panel
(View from left to right).

*POWER: This is the power socket where you will
connect the power adapter. Please use only the
power adapter supplied to connect the device to
the AC mains.

*RESET:

Two methods are available to reset to the router to

its factory default configuration:
1) Go to the Factory Default option on
System Tools -> Factory Default page
included in the router’s \Web-based Ultility.
2) Use the Factory Default Reset button:
Press the Reset button for five seconds
and then wait for the Router to reboot.

*USB: Connect with USB Mass Storage Device.

*WAN: This WAN port is where you will connect the
DSL/cable Modem, or Ethernet

*1,2,3,4 (LAN): These ports (1, 2, 3, 4) connect
the Router to the local PC(s)

*Wireless antenna: To receive and transmit the
wireless data.



Chapter 2
Connecting the router

2.1 System requirements

*Broadband Internet Access Service (DSL/Cable/
Ethernet)

*0ne DSL/Cable Modem that has an RJ45
connector (which is not necessary if the Router is
connected directly to the Ethernet.)

*PCs with a working Ethernet Adapter and an
Ethernet cable with RJ45 connectors.

*TCP/IP protocol on each PC

*\Web browser, such as Microsoft Internet Explorer
5.0, Netscape Navigator 6.0 or above.

2.2 Installation environment requirements

xPlace the router in a well ventilated place, far away
from any heat generating device, heater or heating
vents.

xAvoid t exposure to direct light (such as sunlight) or
excessive heat.

*Allow at least 2 inches (5 cm) of clearance around
the unit.

*Operating temperature: 0°C~40°C (32°F~104°F)

*Operating humidity: 10%~90%RH, non-condensing.

2.3 Connecting the router

Before installing the router, make sure your PC is
successfully connected to the Internet using the
broadband service. If any problems arise during the
process, please contact your ISP directly. Proceed
with the router installation, according to the following
steps. Do not forget to unplug the power adapter,
making sure to keep your hands always dry.
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1.Power off your PC, Cable/DSL modem, and the
router.

2.Choose the optimum location for the router. The
best place is usually near the center of the area in
which your PC(s) will wirelessly connect.

3.Adjust the direction of the antenna. Placing the
antenna in the upright position often provides the
best performance.

4.Connect the PC(s) and each Switch/Hub in your
LAN to the LAN Ports on the router, as shown in
figure 2-1. (If you have a wireless NIC and want to
use the wireless function, you can skip this step.)

5.Connect the DSL/Cable Modem to the WAN port
on the Router, as shown in figure 2-1.

6.Connect the power adapter to the power socket
on the router, and the other end into an electrical
outlet. The Router will start to work automatically.

7.Power on your PC and Cable/DSL Modem.

*DSL. Gable. Etkornet

Figure 2-1 Hardaware Installation
of the Wireless N Gigabit Router
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Chapter 3. Quick Installation Guide

This chapter will show you how to configure the
basic functions of you Wireless N Gigabit Router in
minutes using the Quick Setup Wizard.

3.1 TCP/IP Configuration

The default IP address of the router is

192.168.0.1. And the default Subnet Mask is

255.255.255.0. These values can be changed as

you desire. Default values are used in the descrip-

tion included in this manual.

Connect the local PC to the LAN ports of the router.

You can now start configuring the IP address for

your PC as described below.

* Configure the IP address manually.

1.Set up the TCP/IP Protocol for your PC. If you
need further instructions regarding this feature,
please refer to Appendix B: “Configuring the PC.”

2.Configure the network parameters. The IP address
is 192.168.0.xxx (“xxx" is any number from 2
to 254), Subnet Mask is 255.255.255.0, and
Gateway is 192.168. 0.1 (The router’s default IP
address).

* Obtain an IP address automatically.

1.Set up the TCP/IP Protocol in “Obtain an IP
address automatically” mode on your PC. If you
need further instructions regarding this feature,
please refer to Appendix B: “Configuring the PC.”

2.The built-in DHCP server will then assign an IP
address to the PC.

The user can now run the Ping command in the

command prompt to verify the network connec-

tion between your PC and the Router. The following



example is based on Windows 2000 operating

system.

After opening a command prompt, type ping

192.168.0.1, followed by Enter.

* If the result displayed is similar to the illustration
in Figure 3-1, it means the connection has been
established correctly between your PC and the

router.

RTTH Y

Figure 3-1 Successful message of Ping command
* If the result displayed is similar to the illustration in
figure 3-2, it means the connection between your
PC and the router has failed.

Figure 3-2 Failure message of Ping command
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Check the connection by executing the following

steps:

1.ls the connection between your PC and the router
correct?
Note:
The 1/2/3/4 LEDs of LAN ports on the router
which your computer is linked to, and the LEDs on
your PC’s adapter should be lit.

2.1s the TCP/IP configuration for your PC correct?
Note:
If the router’s IP address is 192.168.0.1, your
PC's IP address must be within 192.168.0.2 ~
192.168. 0.254 range.

3.2 Quick Installation Guide
The configuration and management of the Wireless
N Gigabit Router is made simple through a
Web-based (Internet Explorer or Netscape®
Navigator) utility. The Web-based utility can be used
on any Windows, Macintosh or UNIX OS with a Web
browser.
1.To access the configuration utility, open a
web-browser and type in the default address
http: //192.168.0.1 in the address field of the

page.

[ &) nepernaaaeans _

Figure 3-3 Login the router

Within seconds, a login window will appear, similar
to the one shown in Figure 3-4. Enter admin for
the User Name and Password, both in lower case
letters. Then click the OK button or press the Enter
to continue.

18
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Connect to 13216801 jua ==

The server 152, 168,0. 1 at Nexxt Solsbons Wirekess N Gogabat
Router tequires a usemame and password.

arrang: Thes server i requesting that your wsername and
o

wathenst 8 sere corvecten],
Lser nama: ] sémin -
Password: LY

o o]
Figure 3-4 Login Windows

Note:

If the above screen does not pop-up, it means that
your Web-browser has been set to a proxy. Go to
Tools menu>Internet Options>Connections>LAN
Settings, in the screen that appears, cancel the
Using Proxy checkbox, and click OK to finish it.

2. After successfully logging in, you can click the
Quick Setup to quickly configure the router.

Quick Setup

9 G oans

19 conlnus, please Ciick the Nead bugon
16 amt, plaase chik Pe xR butien

=
Figure 3-5 Quick Setup

3.Click Next, and then the WAN Connection Type
page will appear, as shown in Figure 3-6.
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Quick Setup - WAN Connection Type

v ek et I3 peup:

Tiot Rt wil b o 137 s subon

UTETAIE, 10U 14D D SE0R T8 COMMSCION i Manaly

& NieDatoct - Lit i Bster " e

3 PPPE - For bon, ¥ w

) Dyniamse I8 Your ISP w268 2 DHO serice 1o 16t an ¥ aogrese

7 Stasie 1P This ypo of cosneichon ws¢3 0 permancal, fued (2he) I D845 Matyour 59 assigeed
Bk _hea

Figure 3-8 WAN connection types

The router combines the Auto-Detect functionality
with three widely used types of internet connections:
PPPoE, Dynamic IP and Static IP. The Auto-Detect
setting is recommended. However, if you are certain
of what kind of connection type your ISP provides,
check it now and continue with the router configura-
tion as prompted.

4.1f you select Auto-Detect, the router will auto-
matically discover the connection type your ISP
provides. Make sure the cable is securely plugged
into the WAN port before detection.
The appropriate configuration page will be
displayed when an active Internet service is
successfully detected by the router.

1.1f the connection type detected is PPPoE, the
next screen will appear, as shown in Figure 3-7.

Quick Setup - PPPoE

Uses Hame: username

Passwerit senssnnn

Back J Nes
Figure 3-7 Quick Setup - PPPoE
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*User Name and Password - Enter the User
Name and Password provided by your ISP
These fields are case sensitive. If you have any
problems during this process, please contact
your ISP directly.

2.If the connection type detected is Dynamic IR,
the next screen will appear, as shown in Figure
3-9. Afterwards, you may continue with the
wireless configuration.

3.If the connection type detected is Static IP, the
next screen will appear, as shown in Figure 3-8.

Quick Setup - Static IP

P Addrass: 0000

Subnat Mask: 0000
Detaul Gatewany: 0000 {0phansly
Primary Dis: 0000 {Optienal)

Saconduy DHE: 0000 {Optionaly

=k ]
Figure 3-8 Quick Setup - Static IP

*|P Address - This is the WAN IP address as
seen by external users on the Internet
(including your ISP). Enter the IP address into
this field.

*Subnet Mask - The Subnet Mask is
used for the WAN IP address, usually
255.255.255.0. is used.

* Default Gateway - Enter the gateway IP
address into the box, if required.

*Primary DNS - Enter the DNS Server IP
address into the box, if required.

+*Secondary DNS - If your ISP provides another
DNS server, enter it into this field.



5.Click Next to continue, the Wireless settings page
will appear, as shown in Figure 3-9.

Quick Setup - Wireless

Wareess et Enabl
Wareless Network Mame: Mot MECTS {3 cated e 890}
Regoa:  Unted Saates
Chansst Ao
U Vbgn mand
Chanssliam:  Aun
MaxTxRate:  J00MBps -

Vrweieas Secanty:

Password:

8 Satwpen 30 84 )

Figure 3-9 Quick Setup — Wireless

*Wireless Radio - Use the drop-down menu to
enable or disable wireless radio.

+8SID - Enter a string of up to 32 characters.
The same name of SSID (Service Set |dentifica-
tion) must be assigned to all wireless devices
in your network. Considering your wireless
network security, the default SSID is set to be
Nexxt_xxxxxx (in which xxxxxx represent the
last six unigue characters of each router’s
MAC address). This value is case-sensitive.
For example, TEST is NOT the same as test.

*Region - Select your region from the pull-down
list. This field specifies the region where the
wireless function of the router can be used.
It may be illegal to use the wireless function
of the router in a region different from those
specified in this field. If your country or region
is not listed, please contact your local
government agency for assistance.



*Channel - This field determines the operating
frequency to be used. The default channel is
set to Auto, so the AP will choose the best
channel automatically. It is not necessary to
change the wireless channel unless you notice
interference problems with another nearby
access point.

* Mode - This field determines the wireless
mode which the Router works on.

* Channel Width - Select a channel width from
the pull-down list. The default setting is auto-
matic, designed to instantly adjust the channel
width of clients.

*Max Tx Rate - You can limit the maximum
transmission rate of the router through this
field.

* Disable Security - The wireless security
function can be enabled or disabled.

If disabled, the wireless stations will be able to
connect with the router without encryption.

It is strongly recommended that you choose
one of following options to enable security.

*WPA-PSK/WPA2-PSK - Select WPA based
on pre-shared passphrase.

*PSK Password - You can enter ASCII or
Hexadecimal characters.
For ASCII, the key can be made up of any
number, from O to 9, and any letter, from A
to Z. This string should be between 8 and
63 characters long.
For Hexadecimal, the key can be made up
of any number, from O to 9, and any letter,
from A to F. This string should be between
8 and 64 characters long.
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Please note that the key is also case sensi-
tive, this means that upper and lower case
keys will affect the outcome. It would also
be a good idea to write down the key and all
related wireless security settings for future
reference.

*No Change - If you chose this option, wireless
security configuration will remain unchanged.
These settings only refer to the basic wireless
parameters. For advanced settings, please
refer to Section 4.6: “Wireless”.

6.Click the Next button. The Finish page will appear
in this case.
If you don’t make any changes on the Wireless
page, you will see the Finish page as shown in
Figure 3-10. Click the Finish button to complete
the Quick Setup procedure.

Quick Setup - Finish

Congratulations! The Router is now connecting you 1o the Internet, For detailed
settings, please click other menus if necessary.

Figure 3-10 Quick Setup - Finish
If any changes are made on the Wireless page,
the Finish page will pop up, as shown in figure
3-11. Click the Reboot button to make your
wireless configuration to take effect and complete
the Quick Setup.
Quick Setup - Finish

Congratulations! The Router is now cennecting you to the Internet. For detailed
settings, please click other menus if necessary.
The etiange alwireless config wil not take effect untl the Rrauser reboo

__ Bak | Retoot
Figure 3-11 Quick Setup - Finish
24



Chapter 4. Configuring the router

This chapter includes a detailed description of key
functions and the configuration procedure of each
Web page.

4.1 Login

After successfully logging in, you will see the sixteen
main menus on the left of the Web-based utility. On
the right column, the corresponding explanations
and instructions will be displayed.

Each Web page’s key functions are explained in
detail in the section below.

4.2 Status

The Status page displays the current state of the
router. All information is read-only.
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Status
Firmmware Version: 3124 Dusid 111121 Rel 366560
Hardware Versoa: ARNOIIOOSUN v OO0
LAN
MAC Address: SC-FD-B9-13EC-T6
Pagdess: 10218801
Subat! Mask: HIWHI0
Wireless
Vireless Radio:  Enatie
Mame [SS0E  Nent_MECTS
Coassar Ao (Cumentenannel 4)
Wode:  1ibgnmand
Channelvidin:  Aussmane
Max Tx Rate: 300Ubps
MAC Adduess: SCFDBOJBECTE
WO Status: Cisable
WAN
MAC Address. SCFD-B9-28EC-TT
PAsdress:  1921BR 5164 Oppaeic @
SubnetMasic 7952552550
Default Gateway: 192 168 84344 [ Release |
ONSSHE  1921605424,0000
Traffic Statistics
Received Sent
[ 138776875 152
Packets: 114854 s
SysteenUpTeme: 1 days 195110 [ Retush |

Figure 4-1 Router Status
4.3 Quick Setup

Please refer to Section 3.2: “Quick Installation Guide.”
4.4 \WPS
This section will guide you on how to add a new

wireless device quickly to an existing network using
the WPS (Wi-Fi Protected Setup) function.
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a.0pen the “WPS” menu. The following screen
(shown in Figure 4-2 ) will appear.

WPS (Wi-Fi Protected Setup)
WPSStatus:  Enabled [ Disable WPS
e PRE 12345670 | Restore PN | [ Gen New Fin
P v

not take effact unti the Fouter reboots, please cligk harg b rebost

Figure 4-2 WPS

* WPS Status - Enables or disables the WPS
function.

* Gurrent PIN - The current PIN of the Router is
displayed on this screen. The default PIN of the
Router can be found in the label or User Guide.

* Restore PIN - Restores the PIN of the Router
to its default value.

x Gen New PIN - Click this button to obtain a
new random value as the router’s PIN. You can
better protect your network by generating a
new PIN.

* Add device - You can add a new device to
the existing network manually by clicking this
button.

b.To add a new device:
If the wireless adapter supports Wi-Fi Protected
Setup (WPS), you can establish a wireless connec-
tion between the wireless adapter and the router
using either the Push Button Configuration (PBC)
method or the PIN method.
Note:
To build a successful connection via WPS, you



should also configure the new device for WPS in
the meantime.

In order to configure the new device, we are
going to use the Lynx Wireless Adapter from
Nexxt Solutions as an example.

|. PBC configuration

If the wireless adapter supports Wi-Fi Protected
Setup and the Push Button Configuration (PBC), you
can add the device to the network by executing any
of the two following methods.

First method:

Step 1: Press the WPS button on the front panel of
the router.

- ‘\
Ve a5 14 G gabst Fouter Power  Spmm WAL 1 23 s wes | [(9FE) /

Step 2: Press and hold the WPS button of the
router 2 or 3 seconds. The adapter will then
connect to the router via WPS automatically.

Second method:
Step 1: Press the WPS button on the front panel of
the router.

7
A —— Powee Spoem WA 1 2 3 ws st wes | (0] )

Step 2: In order to configure the wireless adapter,
select Push the button on my access point in the
configuration utility of the WPS, as shown below.
Click Next to continue.
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W WS for Wireless

Join a Wireless Retwork

WEE iz preparing 15 joim yeer cespater e s vireless network

Thich setup sethod ds you wast to use?
(DFusk the buitsm on my mccess poimt
(Enter « FIN inte ay sccecs point or a vegiztry
(i Eater the FIN from my sccexs point

Pusk the butten e your access peint snd click Fest te
comtinme.

Aytessticdly select the network[7]

[CeBock [ Hens | [ coeel ]

WPS Configuration Screen for the Wireless Adapter
Step 3: Wait until the next screen appears.
Click Finish to complete the WPS configuration.

Your computer has successiully joined the NEXXT network

Finish

WPS Configuration Screen for the Wireless Adapter
Third method:

Step 1: Keep the default WPS Status as Enabled
and click the Add device button as shown in Figure
4 2. The following screen will appear.

29
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Add A New Device

© Enter the new device's PIN
PRl

| @] Press ine button of the new denice in wa minutes.

o) (onneat
Figure 4-3 Add A New Device

Step 2: Choose Press the button of the new device

in two minutes, and click Connect.
Step 3: In order to configure the wireless adapter,
select Push the button on my access point in the
configuration utility of the WPS, as shown below.
Click Next to continue.

[ ——

Jein a ¥ireless Network

TFS iz preparing Lo Join your coapwber Lo & viveless netwark

Thich retup sathod ds you want te use?
(Sfesh the butlen en sy sccess paimt)
(OEater » PIN into sy sccess poiat or » registry
CiEnter the PIN irem my sccess paint

Push the dutten en your access peint and click Fext te
continme.

Aytoaatiodly select the netwerk[]

cBock [ ety ] [ Concel
WPS Configuration Screen for the Wireless Adapter

Step 4: Wait until the next screen appears. Click
Finish to complete the WPS configuration.
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5 WPS for Wirsless ]

‘row computer has successiuly joined the NEXXT network.

Finish

WPS Configuration Screen for the Wireless Adapter

Il. PIN configuration

If the wireless adapter supports Wi-Fi Protected
Setup and the PIN Configuration, you can add the
device to the network by executing any of the two
following methods.

First method: Enter the PIN into the router.

Step 1: Keep the default WPS Status as Enabled
and click the Add device button, as shown in Figure
4-2. The following screen will appear.

Add A New Device

@ Erter the hew Oevice's PIN,
[

3 Press the hufsan of the new device in bwo minutes

[ sacx  J[ connest |

Step 2: Select Enter the new device’s PIN and
input the code of the wireless adapter in the field
next to PIN. When done, click Connect.
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Note:

The PIN code of the adapter is always displayed on
the WPS configuration screen.

Step 3: In order to configure the wireless adapter,
select Enter a PIN into my access point or a
registrar in the configuration utility of the WPS, as
shown below. Click Next to continue.

" ¥PS for Wireloss 3]

Join a ¥ireless Netvork

VES is prepacing to join yowr cespster Lo s wireless setwark

Which satnp nethed ds you wenl o use?
CiRush the
@ffater « PIN iate sy treess 3

T a Tegisiry

('¥nter the FIN from my mecess point

Enter the(FL¥ ZEAD9IZTNnte your sesens point o
sxtareal rogTFTFRF AT click Mzt to continua

Agteantieally select the netverk[¥]

ok J| Hots ][ Coecd ]
WPS Configuration Screen of the Wireless Adapter
Note:
The default PIN code of the adapter is 26499123,
as displayed in this example.
Second method: Enter the PIN from my Router.
Step 1: Get the Current PIN code of the Router, as
shown in Figure 4-2 (each Router has its unique PIN
code. We are using 12345670 as the PIN code in
this example).
Step 2: In order to configure the wireless adapter,
select Enter a PIN from my access point in the
configuration utility of the WPS, as shown below.
Enter the PIN code of the router into the field next
to Access Point PIN. Click Next to continue.
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i ¥Ps for Wireless

5]

Join a Wireless Retvork

WS iz praparing ts jein your coapatar ts & wirslemy natwsck

¥hich setep sathod do you wank to uze?
Oush the butten sn sy acerss point
(Cfmter = FIN inte my sceass point or o registry

(S Eater the FIN from mr gecess peint

Eater the FIV from yowr sccest prist belov and click
Fext Lo continue

Arcegs Foint FIN: 12343570

Agtoaatically select the netwerk{J]

[cmson [ Hews | [ Coreel |
WPS Configuration Screen for the Wireless Adapter

Note

The default PIN code of the Router can be found
in its label or on the WPS configuration screen, as
shown in Figure 4-2.

c). Once the new device has been successfully
connected to the network, the following screen will
appear.

Add A New Device

(EENter e néow device's Py

© Press the button of the new device in two minutes.
 Consected succustully!
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Note:

a. The status LED on the Router will be solid green
if the device has been successfully added to the
network.

b. The WPS function cannot be configured if the
wireless function of the router is disabled. Please
make sure the wireless function is enabled before
configuring the WPS.

4.5 Network

- Network
+ WAN

+ LAN
+ MAC Clone
Figure 4-4 Network menu

As shown in Figure 4-4, there are three submenus
under Network: LAN, WAN and MAC Clone. Click
on any of these items in order to configure the
corresponding function.

4.5.1 LAN

Go to “Network— LAN” in the menu, in order to
configure the IP parameters of the LAN on the
screen, as shown below.

LAN

MAC Address:

B Address:
Subnet Mask: HEHEIED -

Figure 4-5 LAN



*MAC Address - The physical address of the router,
as seen from the LAN. This value cannot be changed.

*|P Address - Enter the IP address of your router or
reset it in dotted-decimal notation (factory default:
192.168.0.1).

*Subnet Mask - An address code that determines the
size of the network. Normally, use 255.255.255.0
as the subnet mask.

Note:
a.If you change the IP Address of the LAN, you

must use the new IP Address to login to the
router.

b.If the new LAN IP Address you set is not in the
same subnet, the IP Address pool of the DHCP
server will change accordingly at the same time
while the Virtual Server and DMZ Host will not
take effect until they are re-configured.

4.5.2 WAN

Go to “Network — WAN” in the menu, in order to

configure the IP parameters of the WWAN on the

screen, as shown below.

1.1f your ISP provides the DHCP service, please
select Dynamic IR, so that the Router will
automatically get IP parameters from your ISP
The page that pops up at this stage looks like the
one below (Figure 4-6):



WAN

WAN Connection Type:

P Address;

Stbiset Mask:
Default Gateway:

WTU Size fin bytes):

Oynamic 1P
0000

0000
0000

1500 {The defaull is 1500, do not change unbess necessary)

a Use These DNS Servers
Primary DHS:
Secondary DHS: (Optionaf)
[ Geti with Unicast DHCP (it is usually nof required. )

Figure 4-6 WAN - Dynamic IP

This page displays the WAN IP parameters assigned
dynamically by your ISP, including IP address, Subnet
Mask, Default Gateway, etc. Click the Renew button
to renew the IP parameters from your ISP Click the
Release button to release the IP parameters.
* MTU Size - The normal MTU (Maximum Trans-
mission Unit) value for most Ethernet networks
is 1500 Bytes. It is not recommended that you
change the default MTU Size unless required by

your ISP

* Use These DNS Servers - If your ISP gives you
one or two DNS addresses, select Use These
DNS Servers and enter the primary and
secondary addresses into the correct fields.
Otherwise, the DNS servers will be assigned
dynamically from your ISP



Note:

If you find an error when you go to a Web site after
entering the DNS addresses, it is likely that your DNS
servers are set up improperly. You should contact
your ISP to get DNS server addresses.

* Get IP with Unicast DHCP - A few ISPs’ DHCP
servers do not support the broadcast applica-
tions. If you cannot get the IP Address normally,
you can choose this option. (It is rarely required.)

2.1f your ISP provides a static or fixed IP Address,
Subnet Mask, Gateway and DNS setting, select
Static IP. The Static IP settings page will appear,
as shown in Figure 4-7.

WAN

WA Connection Type: Static P | [ Detect

W Addrass: 0000

Sutaret Mash: 0000
Dotk Gabowiny: 17231701 [
MU Size fin bytesk 1500 (Thie defaull ks 1500, B0 nel change unless necessan)
Paimary DNS: 0000 (Codona
Secomary DNS: 0000 (Cuunal
Save

Figure 4-7 WAN - Static IP

* |P Address - Enter the IP address in
dotted-decimal notation provided by your ISP

* Subnet Mask - Enter the subnet Mask in
dotted-decimal notation provided by your ISP,
usually this is 255.255.255.0.

* Default Gateway - (Optional) Enter the gateway
IP address in dotted-decimal notation provided by
your ISP



* MITU Size - The normal MTU (Maximum Transmission
Unit) value for most Ethernet networks is 1500 Bytes.
It is not recommended that you change the default
MTU Size unless required by your ISP

* Primary/Secondary DNS - (Optional) Enter one or
two DNS addresses in dotted-decimal notation
provided by your ISP

3.If your ISP provides a PPPoE connection, select
PPPoE option. In that case, you must fill in
following parameters (Figure 4-8):
WAN

AN Connesction Type: | PRPOE -

PRPE Conneenion:
Uses ame: usemama
Passwant snnensas

Secondary Connection @ Disabled O Dweamic P () St IP

Wom Connection Mad: (%) Connacten Demand

[ sae Advanced
Figure 4-8° WAN - PPPoE

* User Name/Password - Enter the User Name
and Password provided by your ISP. These fields
are case-sensitive.

* Secondary Connection - It is available only for
PPPoE Connection. If your ISP provides an addi-
tional Connection method such as Dynamic/Static
IP to gain access to a local area network, then
you can check the radio button of Dynamic/Static
IP to activate this secondary connection.



*

*

*

* Disabled - The Secondary Connection is
disabled by default, so there is only the PPPoE
connection available, this being the
recommended setting for this feature.

* Dynamic IP - You can check this radio button to
use Dynamic IP as the secondary connection to
gain access to the local area network provided
by ISP

* Static IP - You can check this radio button to
use Static IP as the secondary connection to
gain access to the local area network provided
by ISP

Connect on Demand - In this mode, the Internet

connection can be terminated automatically after

a specified period of inactivity (Max Idle Time) and

be re-established when you attempt to access the

Internet again. If you want to keep your Internet

connection active all the time, please enter “0”

in the Max Idle Time field. Otherwise, enter the

number of minutes you want to have elapsed

before your Internet access disconnects.

Connect Automatically - The connection can be

re-established automatically after being disabled.

Time-based Connection - The connection will only

be established within the period ranging from the

start time to the end time (both are in HH:MM
format).

Note:

The Time-based Connection feature can work

only after the system time on the System Tools ->

Time page has been configured.

*Connect Manually - You can click the Connect/

Disconnect button to connect/disconnect

immediately. This mode also supports the Max
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Idle Time function as the Connect on Demand
mode. The Internet connection can be discon-
nected automatically after a specified period of
inactivity, and re-established when you attempt to
access the Internet once again.

Caution: Sometimes the connection cannot be
terminated despite your setting of the “Max Idle
Time” interval. This is due to some applications are
continually linked to the internet in the background.
If you want to do some advanced configurations,
please click the Advanced button, and the page
shown in Figure 4-S will appear:

PPPoE Advanced Settings
MW Size (in bytes): 1450 (Troe defand is 1430, do notchange unl#ss necessany )
Serdce Hauwe:
AT Honme,
[ Use P address specified by ISP
ISP Speciflied B Addoss:
Detect Onlme henval: 0 | Seconds (0 ~ 120 seconds, the default is 0.0 means no dibéction )

[ Useihe following DNS Servess
Primary DNS:

Secondary BHS: (OpBonal

e )
Figure 4-9 PPPoE Advanced Settings

* MTU Size - The default MTU size is “1480" bytes,
which is usually fine. It is not recommended that
you change the default MTU Size, unless required
by your ISP

* Service Name/AC Name - The service name and
AC (Access Concentrator) name, which should
not be configured unless you are sure it is
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necessary for your ISP In most cases, leaving
these fields blank will work.
* ISP Specified IP Address - If your ISP does not
automatically assign IP addresses to the router
during login, please click “Use IP address speci-
fied by ISP” check box and enter the IP address
provided by your ISP in dotted-decimal notation.
Detect online interval - Access Concentrator
online detection that the router will run at the
specified interval. The default value is “O”. You can
select any number between “0” and “120". A “O”
setting means no detection.
DNS IP address - If your ISP does not automati-
cally assign DNS addresses to the router during
login, please click “Use the following DNS servers”
check box and enter the IP address in dotted-deci-
mal notation of your ISP’s primary DNS server. If a
secondary DNS server address is available, enter
it as well.
Click the Save button to store your settings.
4.1f your ISP provides BigPond Cable (or Heart Beat
Signal) connection, please select BigPond Cable.
Proceed to fill in the following parameters, as
shown below (Figure 4-10):

*

*



WAN
WANConnection Typs:  BugPond Cable =

Ut Hame: usemame

Password  sesess .

Ayt Setver: eneaever

Auth Domas

MTU Size fin trytes: 1500 (The dedault is 1500, do not change uness necessary )
@ Conned on Demang
Uz igie Time: 15 eranutes (0 means i remaing acthe all e Bma)
Connbd Automatically
Connect Lanually
U icie Time mnutes {0 means § emaing actve all the bme |

[[Cannect | Désconnocted!

Save
Figure 4-10

* User Name/Password - Enter the User Name
and Password provided by your ISP. These fields
are case-sensitive.

* Auth Server - Enter the authenticating server IP
address or host name.
Auth Domain - Type in the domain suffix server
name based on your location.

For example
NSW / ACT - nsw.bigpond.net.au
VIC / TAS / WA / SA / NT - vic.bigpond.net.au
QLD - qld.bigpond.net.au

* MITU Size - The normal MTU (Maximum Trans-
mission Unit) value for most Ethernet networks
is 1500 Bytes. It is not recommended that you
change the default MTU Size unless required by
your ISP

* Connect on Demand - In this mode, the Internet
connection can be terminated automatically after



*
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a specified period of inactivity (Max Idle Time) and
be re-established when you attempt to access the
Internet once again. If you want to keep your
Internet connection active all the time, please
enter “O” in the Max Idle Time field. Otherwise,
enter the number of minutes you want to have
elapsed before your Internet access disconnects.
Connect Automatically - The connection can be
re-established automatically when it was down.
Connect Manually - You can click this button to
instantly Connect/Disconnect the device. This
mode also supports the Max Idle Time function
as Connect on Demand mode. The Internet
connection can be cancelled automatically after
a specified period of inactivity and re-established
when you attempt to access the Internet once
again.

Click the Connect button to connect immediately.
Click the Disconnect button to disconnect
immediately.

Caution: Sometimes the connection cannot be
terminated despite your setting of the “Max Idle
Time” interval. This is due to some applications are
continually linked to the internet in the background.
Click the Save button to store your settings.

5.

If your ISP provides L2TP connection, please
select L2TP option. In that case, you must fill in
the following parameters (Figure 4-11):
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WAN

RN Canvection Type: L2 -

User Name: usemame
Password: seasssss
|_Connect | Disconnactad!

(= Oynamic IP (3 Stabic I°
Server IP Address Name:
P Adidress: 0000
Stibnet Mask: 0000
Gataway: 0000
naes: 0000,0000

Iternet IP Address: 0.0.0.0
Iteanat DHES: 0.0.0.0,0000

T Size jin bydes): 1260 (The default i5 1260, do not change Loiless necessan)
Bl Il Tirme: 15 mirwtes (0 means it remaing active all the Sme )
WIAN Comnection Made; @ Connecton Demand

© Connect Automatically

O Connect Manually

Csae ]
Figure 4-11 L2TP Settings

* User Name/Password - Type the User Name
and Password provided by your ISP. These fields
are case-sensitive.

* Dynamic IP/ Static IP - Select the one as
provided by your ISP, Click the Connect button to
connect immediately. Click the Disconnect button
to disconnect immediately.

* Connect on Demand - You can configure the
router to cancel your Internet connection after
a specified period of inactivity (Max Idle Time).

If your Internet connection has been terminated
due to inactivity, Connect on Demand enables the
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router to automatically re-establish your
connection as soon as you attempt to access the
Internet again. If you wish to activate Connect on
Demand, click the radio button. If you want your
Internet connection to remain active at all times,
enter “0” in the Max Idle Time field.

Otherwise, enter the number of minutes you want
to have elapsed before your Internet connection is
terminated.

Connect Automatically - Connects automatically
after the router is disconnected. To use this
option, click the radio button.

Connect Manually - You can set up the router

s0 as to connect or disconnect it manually. After
a specified period of inactivity (Max Idle Time),
the router will cancel your Internet connection,

in which case you will not be able to re-establish
your connection automatically as soon as you
attempt to access the Internet again. To use this
option, click the radio button. If you want your
Internet connection to remain active at all times,
enter “O” in the Max Idle Time field. Otherwise,
enter the number of minutes that you wish to
keep the connected status active, unless a new
link is requested.

Caution: Sometimes the connection cannot be
terminated despite your setting of the “Max Idle
Time” interval. This is due to some applications are
continually linked to the internet in the background.

B.

If your ISP provides a PPTP connection, please
select the PPTP option. Then proceed to fill in the
corresponding parameters (Figure 4-12):
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WAN
WM Comtction Type: | PPTP v
User Name: USRMmIMe
Passworid: LTI
Connect | Dlsconnacted!
) Dmamic () Stalic IP
Servel IP Address Name:
1P hddiess: 0000
Subnet Mask: 0000
Gateway 0000

DHS:  0000,0000

Witernet 1P Address: 0000

Wernet OS:  0.000,0000
MITU Size fin bytes): 140 (Thoe difaultis 1420, o not changs unless necessany)
Wt s T 15 riswaess (0 means f remaing ackve all the Sme )
WAN Connection Mode: (@ Ceemecton Demand

© Connpct Aumatcaly

© Comnect Manualy

Figure 4-12 PPTP Settings

*» User Name/Password - Enter the User Name
and Password provided by your ISP. These fields
are case-sensitive.

* Dynamic IP/ Static IP - Select the one as
provided by your ISP. Then enter the ISP’s IP
address or the domain name.

If you choose static IP and enter the domain
name, you should also enter the DNS assigned by
your ISP, Click Save to keep your changes.

Click the Connect button to connect immediately.
Click the Disconnect button to disconnect
immediately.

* Connect on Demand - You set up the router so
as to disconnect from the Internet after a speci-
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fied period of inactivity (Max Idle Time). If your
Internet connection has been terminated due to
inactivity, Connect on Demand enables the router
to automatically re-establish your connection as
soon as you attempt to access the Internet once
again. If you wish to activate Connect on Demand,
click the radio button. If you want your Internet
connection to remain active at all times, enter
“0” in the Max Idle Time field. Otherwise, enter
the number of minutes you want to have elapsed
before your Internet connection terminates.
Connect Automatically - Connect automatically
after the router is disconnected. To use this
option, click the radio button.

Connect Manually - You can set up the router so
as to connect or disconnect it manually. After a
specified period of inactivity (Max Idle Time), the
router will cancel your Internet connection, and
you will not be able to re-establish your connection
automatically as soon as you attempt to access
the Internet once again. To use this option, click
the radio button. If you want your Internet connec-
tion to remain active at all times, enter “O” in the
Max Idle Time field. Otherwise, enter the number
of minutes that you wish to keep the connected
status active, unless a new link is requested.
Caution: Sometimes the connection cannot be
terminated despite your setting of the *"Max Idle
Time” interval. This is due to some applications
are continually linked to the internet in the
background.
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Note:

If you do not know how to choose the appropriate
connection type, click the Detect button to allow the
router to automatically search your Internet connec-
tion for servers and protocols. The connection type
will be reported when an active Internet service is
successfully detected by the router. This report is
for your reference only. To verify the connection type
your ISP provides, please refer to your ISP directly.
The various types of Internet connections that the
router can detect are as follows:

* PPPoE - a PPPoE-based internet connection re-
quires a user name and password.

* Dynamic IP - an IP- based internet connection
uses dynamic IP address assignment.

* Static IP - a Static-based internet connection
uses static IP address assignment.

The router cannot detect PPTP/L2TP/BigPond
connections with your ISP If your ISP uses one of
these protocols, then you must configure your
connection manually.

4.5.3 MAC Clone

Go to “Network— MAC Clone” in the menu, in
order to configure the MAC address of the WAN on
the screen as shown in figure 4-13 below.

MAC Clone

WAN MAC Aliess: 00-19-66-19-40-7F |__Restoee Factory MAC
Your PC's MAC Address; Clore MAC Address |

Cs=="]
Figure 4-13 MAC Address Clone
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Some ISPs require that you register the MAC
Address of your adapter. Changes are rarely needed
here.

* WAN MAC Address - This field displays the
current MAC address of the WAN port. If your
ISP requires that you to register the MAC ad-
dress, please enter the correct MAC address into
this field in XXXX-XX-XX-XX-XX format (X is any
hexadecimal digit).

* Your PC’s MAC Address - This field displays the
MAC address of the PC that is managing the
router. If the MAC address is required, you can
click the Clone MAC Address To button and this
MAC address will be copied into the WAN MAC
Address field.

Click Restore Factory MAC to restore the MAC

address of WAN port to the factory default value.

Click the Save button to store your settings.

Note:

Only the PC on your LAN can use the MAC Address

Clone function.

4.6 Wireless

= Wireless
+ Wireless Settings
+ Wireless Security

Figure 4-14 Wireless menu



There are five submenus under the Wireless menu
(shown in Figure 4-14): Wireless Settings, Wire-
less Security, Wireless MAC Filtering, Wireless
Advanced and Wireless Statistics. Click on any of
these items in order to configure the corresponding
function.

4.6.1 Wireless Settings

Go to “Wireless — Wireless Setting” in the menu,
in order to configure the basic settings for the
wireless network on this page.

Wireless Settings

Wiress Notwerk Hams: Neaa_IBECTS (Mse caled the SSID)

Regica: United States

Chaneet  Auto
Mode: 11bgn méned -
Chanse Width: Auto

Max T Rate: 300Mbps ~

] Enabie Wirsless Router Rado
¥ Enatie SS0 Broadcast
Enable WDS Brdging

The change of wireless conl will not taie efiect unbl e Router reboots, please gick herg b rebost

[ Save

Figure 4-15 Wireless Settings

* 8SID - Enter a value of up to 32 characters. The
same name of SSID (Service Set Identification)
must be assigned to all wireless devices in your
network. Considering your wireless network secu-
rity, the default SSID is set to be NEXXT_XXXXXX
(in which xxxxxx represent the last six unigque
characters of each router’s MAC address). This
value is case-sensitive. For example, TEST is NOT
the same as test.



* Region - Select your region from the pull-down
list. This field specifies the region where the wire-
less function of the router can be used. It may be
illegal to use the wireless function of the router in
a region different from those specified in this field.
If your country or region is not listed, please con-
tact your local government agency for assistance.
\When you select your local region from the
pull-down list, click the Save button. The dialog
box with this note will be displayed. Click OK to
continue.

Nicrozot £t Internet Explarer

!5 Svlenting the inesTTact seuniTY may Svene intarfarans ta sther dovices wnd vislate the spplissble e

Dialog box
Note:
Based on local regulations, the North America
version does not have the region selection option
available.

* Channel - This field determines which operating
frequency will be used. The default channel is set
to Auto, so the AP will choose the best channel
automatically. It is not necessary to change the
wireless channel unless you natice interference
problems with another nearby access point.

* Mode - Select the desired mode. The default
setting is 11bgn mixed.
11b only - Select it when all of your wireless
clients are 802.11b.
11g only - Select it when all of your wireless
clients are 802.11g.
11n only - Select it when all of your wireless
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*
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*

clients are 802.11n.

11bg mixed - Select it when you are using both
802.11b and 802.11g wireless clients.

11bgn mixed - Select it when you are using a mix
of 802.11b, 11g, and 11n wireless clients.
Select the desired wireless mode. When
802.11g mode is selected, only 802.11g wire-
less stations can connect to the Router. When
802.11n mode is selected, only 802.11n
wireless stations can connect to the AP It is
strongly recommended that you set the Mode to
802.11b&gé&n, and all of 802.11b, 802.11g,
and 802.11n wireless stations can connect to
the Router.

Channel width - Select any channel width from
the pull-down list. The default setting is automatic,
designed to instantly adjust the channel width of
clients

Note:

When 11b only, 11g only, or 11bg mixed is
selected in the Mode field, the Channel Width
field will turn grey, showing a fixed setting of 20M,
which remains unchanged.

Max Tx Rate - Use this field to limit the maximum
Tx rate of the router.

Enable Wireless Router Radio - The wireless
radio of this router can be enabled or disabled to
allow wireless stations access.

Enable SSID Broadcast - \When wireless clients
survey the local area for wireless networks to
associate with, they will detect the SSID broad-
cast by the router. If you select the Enable SSID
Broadcast checkbox, the wireless router will start
broadcasting its name (SSID) over the air.



4.6.2 Wireless Security

Go to “Wireless —Wireless Security” in the menu,
in order to configure the security settings of your
wireless network.

There are five wireless encryption methods sup-
ported by the Router: WEP (Wired Equivalent Pri-
vacy), WPA (Wi-Fi Protected Access), WPA2 (Wi-Fi
Protected Access 2), WPA2-PSK (Pre-Shared Key]),
WPA-PSK (Pre-Shared Key).

Wirehess Security

Datia Sacurty

Figure 4-16

* Disable Security - If you do not want secure your
network, check this box. However, it is strongly
recommended to opt for one of the following
encryption methods, to better protect your
network traffic.

* \WEP - It is based on the IEEE 802.11 standard.
If you check this box, a natice in red will be
displayed, as shown in Figure 4-17.



@) wep
Types Autornatic L
WEP Ky Format: Hexadeomsl v
Key Selected WEP Koy Key Type
Key 1 Disabled
Va2 Digsbled
Key3 Disabled

Kerd Disabled

Figure 4-17

* Type - Choose the type for the WEP security from
the pull-down list. The default setting is Auto-
matic, which sets Open System or Shared Key
authentication form automatically, based on the
wireless station’s capability and request.

WEP Key Format - Hexadecimal and ASCII for-
mats are provided. Hexadecimal format stands
for any combination of hexadecimal digits (0O-9,
a-f, A-F) in the specified length. ASCIlI format
stands for any combination of keyboard charac-
ters in the specified length.

WEP Key - Select which of the four keys will be
used and enter the matching WEP key that you
create. Make sure these values are identical on
all wireless stations in your network.

Key Type - You can select the WEP key length
(B4-bit, or 128-bit, or 152-bit.) for encryption.
“Disabled” means this WEP key entry is invalid.
64-bit - You can enter 10 hexadecimal digits (any
combination of O-9, af, A-F, zero key is not sup-
ported) or 5 ASCII characters.

128-bit - You can enter 26 hexadecimal digits
(any combination of O-8, af, A-F, zero key is not
supported) or 13 ASCII characters.

152-bit - You can enter 32 hexadecimal digits



(any combination of O-9, a-f, A-F, zero key is not
supported) or 16 ASCII characters.

Note:

If you do not set a passkey, the wireless
encryption feature remains disabled even if you
have selected Shared Key, as your Authentica-
tion Mode.

* WPA/WPA2 Enterprise - It is based on the
radius server.

¢ \Version - Choose the WPA encryption method

from the pull-down list. The default setting is

Automatic, which automatically sets WPA (Wi-Fi

Protected Access) or WPA2 (WPA version 2],

based on the wireless station’s capability and

request.

Encryption - You can either select Automatic, or

TKIP or AES.

Note:

If you check the WPA/WPAR2 radio button and
choose TKIP encryption, a natice in red will be
displayed, as shown below in Figure 4-18.

& WPAWPAZ - Enterprise
Version: Automatic
Encryplisn: THR
Fasthus Server 1P
Ratius Port: 112 (145535 O stanas for cetaum port 1813
Fadies Passwor:

Grous Kay Updsss Paricd: 0

Figure 4-18
¢ Radius Server IP - Enter the IP address of the
radius server.
¢ Radius Port - Enter the port used by the radius
server.



*Radius Password - Enter the password for the
radius server.

*Group Key Update Period - Specify the group key
update interval in seconds. The value should be
30 or higher. Enter O to disable the update.

* WPA-PSK/WPA2-PSK Personal - It is the WPA/
WPAR authentication type based on pre-shared
passphrase.
s\/ersion - Choose the WPA-PSK encryption

method from the drop-down list. The default
setting is Automatic, which instantly sets WPA-
PSK (Pre-shared key of WPA) or WPA2-PSK
(Pre-shared key of WPA), based on the wireless
station’s capability and request.

*Encryption - When WPA-PSK or WPA is set as
the Authentication Mode, you can either select
Automatic, or TKIP or AES as your Encryption
type.

Note:

If you check the WPA-PSK/WPA2-PSK radio
button and choose TKIP encryption, the following
window will be displayed.

WPAWPAZ - Perscnal[Recommenced)

Versios: Aussmuse(Recomman dod) ~
Encryplos: Aumomasc(Recommended) «
PSK Pasyword: Ausomanc 123
Fou com e ASCE characters bt B 30363 o Hasadcinsl oo bt 300 64
Growp ey Upeate Perod: L] Seconds (deep i detaull € you are not sure, meremem is 30. & means no update)
Figure 4-189

*PSK Passphrase - You can enter an ASCIl string
between 8 and 63 characters long, or 8 to 64
Hexadecimal characters.

*Group Key Update Period - Specify the group key
update interval in seconds. The value should be
30 or higher. Enter “O” to disable the update.



Be sure to click the Save button to store your
settings on this page.

4.6.3 Wireless MAC Filtering

Go to “Wireless —MAC Filtering” in the menu,
so that you can control the wireless access by

configuring the Wireless MAC Address Filtering
feature, as shown in Figure 4-20.

Wireless MAC Filtering

Wireless MAC Filtéring: Disabled [ Enable

Filtering Rules
(@ Allow the stations ol specified by any enabiled entries in the 4110 access.

€ Denythe stasions not specified by any enabled endres in the ist 10 access.

W MAC Addioss Status Dascription Moty

Add New.

Figure 4-20 Wireless MAC address Filtering

To filter wireless users by MAC Address, click
Enable. The default setting is Disable.

*MAC Address - The wireless station’s MAC address
that you want to filter.

*Status - It displays the current status of this entry,
either Enabled or Disabled.

*Description - A short description of the wireless
station.
To Add a Wireless MAC Address filtering entry, click
the Add New button. The “Add or Modify Wireless
MAC Address Filtering entry” page will appear, as
shown in Figure 4-21 below:
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Add or Modify Wireless MAC Address Filtering entry

AT Adddress:
Description:

Staiis: Enabled e

Save | Back
Figure 4-21 Add or Modify Wireless MAC Address Filtering entry

To add or modify a MAC Address Filtering entry,
follow these instructions:

1.Enter the appropriate MAC Address into the MAC
Address field. The format of the MAC Address is
HXXKXKXKXK-XX (X represents any hexadecimal
digit). For example: O0-0OA-EB-00-07-8A.

2.Enter a short description of the wireless station
in the Description field. For example: Wireless
station A.

3.Status - Select Enabled or Disabled as the status
for this entry, from the Status pull-down list.

4.Click the Save button to store this entry.

To modify or delete an existing entry:

1.Click the Modify button next to in the entry you want
to change. If you want to erase this entry, click on
Delete.

2.Proceed with the changes you want to make.

3.Click the Save button to save your settings.

Click the Enable All button to activate all entries
Click the Disabled All button to cancel all entries.
Click the Delete All button to erase all entries

Click the Next button to go to the following page
Click the Previous button to return to the last page.
For example: If you want wireless station A with
MAC address O0-0OA-EB-00-07-8A and wireless
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station B with MAC address O0-OA-EB-00-23-11
to be able to access the Router, while all the other
wireless stations are denied access, you must
configure the Wireless MAC Address Filtering
feature using the steps detailed below:

1.Click the Enable button to activate this function.

2.Select the radio button: Deny the stations not
specified by any enabled entries in the list to
access for Filtering Rules.

3.Delete all or disable all entries, if there are any
entries already.

4 .Click the Add New button and enter the MAC
address 00-0A-EB-00-07-8A /00-0AEB-00-23-11
in the MAC Address field; then enter wireless
station A/B in the Description field, while
selecting Enabled in the Status field. Click the
Save and the Back button to complete this
procedure.

The filtering rules just configured should look
similar to the following list:

Filtering Rules
) Ao e L3RS 101 SEACID by Sy 4nabled anliad i ihe list 10 BEc49S

() Denyhe s1abons not speciied by any enatied eniries in e kst 1o access

D MAC Aadess Status Description oty
1 COOAEB-00-O7-8A Enabiled vireluss station A [
7 DROAEB-D0ZHY Enabiled vireluss station B [

4.6.4 Wireless Advanced Settings

Go to “Wireless —Wireless Advanced” in the
menu, in order to configure the advanced settings
of your wireless network.



Wireless Advanced

Toansmit Power: High v
Beacon iterval : 100 (20-1000)
RTS Thieshold 2346 (1-2348)
Fragmantation Thieshohk 35 (256-2346)
DTIM Itervak 1 (1-255)
(2] Enabile WM
[l Enable Shoet I
D Enable AP I50lation
R please (gk hers 10 reboot

Figure 4-22 Wireless Advanced

* Transmit Power - You can specify the transmit
power of the router in this field. The available
settings are High, Middle or Low. High is the
default setting, which is also recommended.

* Beacon Interval - Set the desired beacon interval
in this field, ranging from 20-1000 milliseconds.
Beacons are packets broadcast by the router to
synchronize a wireless network. The beacon
Interval value indicates the frequency of the
beacon. The default value is set to “100".

* RTS Threshold - You can specify the RTS
(Request to Send) Threshold in this field. If the
packet is larger than the specified RTS Threshold
size, the router will send RTS frames to a particu-
lar receiving station and negotiate the sending of
a data frame. The default value is 2346.

* Fragmentation Threshold - It specifies the maxi-
mum size for a packet before data is fragmented
into multiple packets. Setting the Fragmentation
Threshold too low may result in poor network per-
formance due to the generation of an excessive
number of packets. 2346 is the default setting,
which is also the value recommended.



* DTIM Interval - This value indicates the interval of
the Delivery Traffic Indication Message (DTIM).

A DTIM field is a countdown field informing clients
of the next window for listening to broadcast and
multicast messages. When the Router has
buffered broadcast or multicast messages for
associated clients, it sends the next DTIM with

a DTIM Interval value. You can specify the value
between 1-255 Beacon Intervals. The default
value is 1, which indicates the DTIM Interval is the
same as Beacon Interval.

Enable WMM - WMM function can guarantee
the packets with high- priority messages being
transmitted preferentially. It is strongly
recommended to have this feature enabled.
Enable Short Gl - This function is enabled by
default and used to set the time the receiver
waits for RF reflections to settle out before
sampling data. Using a short Guard Interval can
increase throughput.

Enabled AP lIsolation - This function can isolate
wireless stations on your network from each
other. Wireless devices will be able to
communicate with the Router but not with each
other. To use this function, check this box.

AP Isolation is disabled by default.

*

*

*

Note:

If you are not really familiar with the setting of the
items in this page, it is strongly recommended to
keep the default values unchanged; otherwise, it
may result in lower wireless network performance.



4.6.5 Wireless Statistics

Go to “Wireless —Wireless Statistics” in the
menu, so you can visualize the MAC Address,
Current Status, Received Packets and Sent Packets
for each connected wireless station.

Wireless Statistics

Current Conected Wi ebess Stations pimibers: 1 Refresh
o MAC Adidress Current Status Recetved Packets Sem Packets
1 O0-0A-EB-88-34.75  STA-ASSOC 416 2

Figure 4-23 Wireless stations linked to the router

* MAC Address - The connected wireless station’s
MAC address.
* Current Status - The connected wireless station’s
operation status, one of STA-AUTH / STA-ASSOC
/ STA-JOINED / WPA / WPA-PSK / WPA2 /
WPA2-PSK / AP-UP / AP-DOWN / Disconnected.
* Received Packets - Packets received by the station.
» Sent Packets - Packets broadcast by the station.

No values on this page can be changed. Click on the
Refresh button to update this page and to show the
wireless stations currently connected to the router.
If the numbers of connected wireless stations go
beyond one page, click the Nlext button to go to

the following page and click the Previous button to
return the last page.

Note:

This page will be refreshed automatically every 5
seconds.
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4.7 DHCP

« DHCP Settings

e[ lie st
5 ation
Figure 4-24 The DHCP menu

There are three submenus under DHCP (shown in
Figure 4-24): DHCP Settings, DHCP Clients List and
Address Reservation. Click on any of these items in
order to configure the corresponding function.

4.7.1 DHCP Settings

Go to “DHCP — DHCP Settings” in the menu, in
order to configure the DHCP Server in this page
(shown in Figure 4-25).The router is set up by
default as a DHCP (Dynamic Host Configuration
Protocol) server, which provides the TCP/IP
configuration for all the PC(s) that are connected
to the router on the LAN.

DHCP Sattings

Figure 4-25 DHCP Settings



*

*

*

*

*

*

*

*

DHCP Server - Enable or Disable the DHCP
server. If you disable the Server, you must have
another DHCP server within your network.
Otherwise, you must configure the computer
manually.

Start IP Address - Specify an IP address for the
DHCP Server to start with when assigning IP
addresses. 192.168.0.100 is the default start
address.

End IP Address - Specify an IP address for the
DHCP Server to end with when assigning IP
addresses. 192.168. 0.199 is the default end
address.

Address Lease Time - The Address Lease Time
is the amount of time a network user will be
allowed connection to the Router with their
current dynamic IP Address. Enter the amount of
time in minutes that this dynamic IP Address will
be “leased” to the user. After the time is up, the
user will be automatically assigned a new dynamic
IP address. The range of the time is 1 ~ 2880
minutes. The default value is 120 minutes.
Default Gateway - (Optional) This field is used

to enter the IP address of the LAN port of the
router, default value is 192.168. 0.1

Default Domain - (Optional) This field is used to
enter the domain name of your network.
Primary DNS - (Optional) This field is used to
enter the DNS IP address provided by your ISP
Consult your ISP if you do not have this value.
Secondary DNS - (Optional) This field is used to
enter the IP address of another DNS server if
your ISP provides two DNS servers.



Note:

To use the DHCP server function of the router, you
must configure all computers on the LAN in the
“Obtain an IP Address automatically” mode.

4.7.2 DHCP Clients List

Go to “DHCP — DHCP Clients List” in the menu, in
order to visualize the information about the clients
linked to the router, as displayed in the following
screen (Figure 4-26).

DHCP Clients List

n Client Name MAC Address Assigned IP Lease Time
1 Anthea ODAIBFAAGDTT  192.168.1.100 01:59:79
Refresh

Figure 4-26 DHCP Clients List

* ID - The index of the DHCP Client.

* Client Name - The name used to identify the
DHCP client.

* MAC Address - The MAC address of the DHCP
client.

* Assigned IP - The IP address that the router has
allocated to the DHCP client.

* Lease Time - The lease granted to the DHCP
client. After the dynamic IP address has expired,
a new dynamic IP address will be automatically
assigned to the user.

No values on this page can be changed. Click the
Refresh button to update this page and to show the
devices currently linked to the router.



4.7.3 Address Reservation

Go to “DHCP — Address Reservation” in the menu,
in order to visualize and add reserved addresses
for clients, using the screen displayed below (Figure
4-27). When you specify a reserved IP address for
a PC on the LAN, that PC will consistently receive
the same IP address every time it accesses the
DHCP server. Reserved IP addresses should be
assigned to the servers that require permanent IP
settings.

Address Reservation

i MAC Address Reserved IP Address Status Modity
1 00-04-E8-00-2311 1921600100 Enasind odity Dalata

Add New Enable All Disable Al Delots Al

Figure 4-27 Address Reservation

* MAC Address - The MAC address of the PC that
you want to reserve IP address for.

* Assigned IP Address - The IP address reserved
for the router.

* Status - This field displays either Enabled or
Disabled, as the current status for the device.

To Reserve IP addresses:

1.Click the Add New button. (The dialog box as
shown in figure 4-28 will appear).

2.Enter the MAC address (in XX-XX-XX-XX-XX-XX
format) and the IP address in dotted-decimal
notation belonging to the the computer you wish
to add.

3.Click the Save button when finished.



Add or Modify an Address Reservation Entry

MAC Addsess:
Feserved I Addiess:

Status: Enabled

Save | Back__ |
Figure 4-28 Add or Modify an Address Reservation Entry

To modify or delete an existing entry:

1.Click the Madify button next to the entry you want
to change. If you want to erase this entry, click
on Delete.

2.Proceed with the changes you want to make.

3.Click the Save button.

Click the Enable All button to activate all entries

Click the Disabled All button to cancel all entries.

Click the Delete All button to erase all entries.

Click the Next button to go to the following page.

Click the Previous button to return to the last page.

4.8 USB Settings
USB Settings
Storage Sharing
FTP Server
Media Server

User Accounts

Figure 4-29 USB Settings menu
There are four submenus under USB Settings (shown
in Figure 4-29): Storage Sharing, FTP Server,
Media Server and User Accounts. Click on any of
these items in order to configure the corresponding
function.



4.8.1 Storage Sharing

Go to “USB Settings — Storage Sharing” in the
menu, in order to configure a USB disk drive linked
to the router, as shown below in Figure 4-30.

Network Sharing

Serndce Stats: Stapped

Vohune Share Mame  File System  Capaclty  Used Free Usels Peimissions  Shated  Propeities
Mo volumas found, Fiug an extemal USH deive into this Router, wal for 10 $0conds and Men e5can B volums:
Eject Disk Rescan

Figure 4-30 Network Sharing

* Service Status - Indicates the Network Sharing
service's current status.

* Volume - The volume name of the USB drive
users have access to.

*Share Name - The specified share name of the
volume.

* File System - The file system on the partition can
be FAT32 or NTFS.

* Capacity - The storage capacity of the USB driver.

*Used - The used space of the USB driver.

* Free - The available space of the USB driver.

* Use% - The percentage of the used space.

* Permissions - Read-Only or Read/\\rite access to
the volume designated as the share.

* Shared - Indicates the shared or non-shared
status of the volume.

* Properties - Displays the Edit link to specify
a volume that the Network Sharing users can
access.



Click the Start button to initiate the Network
Sharing service.

Click the Stop button to cancel the Network Sharing
service.

Click the Eject Disk button to safely remove the USB
storage device that is connected to the USB port.
This takes the drive offline. A message will appear
on your web browser when it is safe to detach the
USB disk.

Click the Rescan button to start a new scan.

Follow the instructions below to set up your router
as a file server:

1.Plug an external USB hard disk drive or USB flash
drive into this router.

2.Click the Rescan button to find the USB drive that
has been attached to the Router. The following
screen will appear, as shown below.

Network Sharing

Serden Staus: Stepped

Vohmne ShareMame  File System  Capacty  Used Free Use's Permissions  Shared  Properties

wolumel A FATI2 TIME 115M3 SME 05% Home Ho

Eject Disk

3.To specify a volume that the Network Sharing
users can access, click the Edit link in the
Properties column and configure the
corresponding settings in figure 4-31.

4.Set the Network Sharing user’s username and
password on the User Accounts page.

5.Click the Start button to initiate the Network
Sharing service.

6.Network Sharing users within your local network
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can now access files on the USB drive from
Internet Explorer at its Share Name followed
by the Router’s LAN IP address, for example:
\192.168.0.1\MyShare.

Sharing Settings

Ve volumed
Shaee Hame:
[[] Share this volume on the network

Allow Adminigtrator 10 change files

B
Figure 4-31 Sharing Settings

Note:

1.The router cannot automatically locate the new
USB drive. You have to click the Rescan button
manually to display the list of volumes and
information about them.

2.The new settings will not take effect until you
restart the service.

3.To unplug the USB drive, click Eject Disk button
first. Simply pulling USB drive out of the USB port
can cause damage to the device and loss of data.

4.Mounted volumes are subject to the 8-volume
limit. So you cannot access more than 8 volumes
on the USB storage device.

5.NTFS is the recommended file system for
Network Sharing because it supports several
features that the other file systems do not, such
as large files and large volume support.
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